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1 Preface

Config Tool is a quick configuration tool provided to users . Please read this document carefully before using

the product and preserve it for future reference.
Symbol Description

The following symbols appearing in this document have the following meanings:

Logo Explanation of meaning

[ Note ]: Indicates content that requires attention. If ignored, it may lead to equipment
A damage, data loss, equipment performance degradation or unpredictable results. Please

read the relevant text carefully.

@}ﬂ [ Tips ]: It means it can help you solve a certain problem or save your operation time.

Revision History

Version Revision Content Release Time
V1.2 Added the CGI Protocol section. December 2024
V1.1 Added the system setting section. April 2024
V1.0 First release. March 2024

2 product overview

Config Tool, the quick configuration tool (hereinafter referred to as the tool), is mainly used to configure and
maintain front-end and back-end devices, such as IPC, NVR, etc. It provides functions such as initializing the

device, modifying the device IP , upgrading the device, and configuring device parameters .

—~— jllustrate :

® Do not use this tool with the device search tool, upgrade tool or SVMS simultaneously, otherwise it may
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cause an abnormal device search.

3 Installation

3.1 Installation

Prerequisites
Please contact technical support to obtain the tool installation package.
Steps

Step 1 Double-click the tool installation package, and the system the language installation dialog box will pop
up.

Step 2 Click "Next".

¢, ConfigTool Setup x

Welcome
Welcome to the installer for Configlool 1.0,

It 1z strongly recommended that wou exit all Windows programs before
contimuing with thiz installation.

If you have any other programs runming, please click Cancel, close the
programs, and run this setup again.

Otherwise, click Hext to continue.

Step 3 Read the software license agreement, select "I agree", and click "Next".



¢!, ConfigTool Setup

SOFTWARE LICENSE AGREEMEHT

1. FREMMELE
| |IMPORTANT WOTICE, PLEASE READ CAREFULLY:

Thiz Agreement iz a Software Licensze Agreement between vou and Hangzhou
Zhimme Technology Co., Ltd. { “Company™ or “We™ ). Fleaze read this
software licencze agreement I:l'uareinsl.fter referred to as “Ag’eement”}
carefully before using the Software. By using Company Software, wou are
deemed to agree to be bound by the termsz of thisz Agreement. If vou do not
agree to the terms of thiz Agreement, please do not install or use the
Software, and click the “dizagree™ button (T there 1s any proviszien for
“agree” or "dizagree”). If the Software won get iz purchased with Company
device, and vou do net agree to the terms of thiz Agreement, ou may
return this device and Software within the retwrn period to Comparyr or
authorized distributer where wou purchazed from for a refund, but it
should be subject to the Company® = return polioy

(® I agree to the terms of this license agreement
() I do not agree to the terms of thiz licenze agreement

Step 4 Customize "Name" and "Company" and click "Next".

¢, ConfigTool Setup

Hame:

||:Ipium

Compary:

| |YC-TEC

Step 5 Click "Change" and select the installation path. Click "Next".



¢!, ConfigTool Setup x

The zoftware will be installed in the folder listed below. To =zelect a
different location, either tvpe in a new path, or click Change to browse for
an existing folder.

Inztall ConfigTool to:

C:WProgram Files'ConfigTool Change. ..

Space required: 335.9 ME
Space available on selected drive: B5.53 GE

Step 6 Select whether the shortcut permissions are to be open to the current user or all users. Click "Next".

| ¥,
|
The shorteut icons will be created in the folder indicated below. If wou

I don' t want to uze the default folder, you can either type a new name, or
zelect an existing folder from the list.

Laa

i

4 Shorteut Folder:

| ||:u:-n£igT-:u:-l v
1

d @ Inztall shorteuts for cwrrent user only
(") Make shortcuts available to all users

17
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Step 7 Click "Finish". Installed.



B ConfigTool Setup

Thank wou for choosing Configlool!

Installation Successful
The ConfizTool 1.0 installationm 1s complete.

Flease click Finicsh to exit this installer.

% Back

Finizh

Ganoell

& Note: Do not cut off the power supply or interrupt the operation during installation.

3.2 Uninstall

Step 1 Open Windows Settings, click "Apps".

Settings

L

System
Display, sound, notifications,
pawer

Personalization

Background, leck screen, colors

&

Gaming
Xbox Game Bar, captures, Game
Made

Update & Security
Windows Update, recovery,
backup

4

Local Account
Sign In

“e

OneDrive
SignIn
| Find a setting pel
Devices Phone

Bluetooth, printers, mouse

Apps
Uninstall, defaults, optional
features

Ease of Access

Narrator, magnifier, high
contrast

0

Link your Android, iPhone

Accounts

Your accounts, email, sync,

work, other people

Search
Find my files, permissions

=]

Windows Update
Last checked: 2
hours age

o

Rewards
Signn

Network & Internet
Wi-Fi, airplane mode, VBN

Time & Language
Speech, region, date

Privacy
Location, camera, microphene




Step 2 Find "ConfigTool", Click to select "Uninstall".

< Settings

- @ tome Apps & features

[ [ | 3/8/2024
Find a setting Jo] |

L 2.28 GB
12/22/2023
mawe el Co et - 1.3 MB
10/7/2023
e 160 KB
Microsoft Corporation 3/16/2024

E ConfigTool
3/19/2024

1.0

3/19/2024

54 1 G I AT
1/15/2024

Step 3 Click "Next" to uninstall. Click Finish, Uninstall completed.

¥, ConfigTool Uninstaller x

Uninstall ConfigTool

Thizs program will uninstall ConfigToal 1.0,

If ConfigTonol is ewrrently runming, please close
it before proceeding with the uninstallation.

Dtherwize, clichk Hext to contimue.




_'.;‘_.', ConfigTool Uninstaller w

Uninstallation Successful
ConfigTonl 1.0 has been uninstalled.

Flease click Finish to exit.

4 Interface introduction

The main interface of the tool is shown in Figure 4-1.

—~— illustrate :

®  After starting the tool, the tool will automatically search for devices according to the search method set in

"Search Settings".

®  When you start the tool up for the first time, the tool automatically searches for devices in the same

network segment as the PC.
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yCmfigtooI | 25 o ||L\*‘ @Ij

ﬁp Modify IP
m m Import Export Manual ... Delete
Upgrade
"] No. Status  Type Model IP: Port MAC Version Result Operate
2 Config o "
= ~] 1 Initialized NVR ¥ | ny ¥ T Y Edit Detail Web
1 System (]2 Initialized NVR Bl ln Wl LR - LT s sl gunaa 1 (7 Edit  Detail Web
[]3 Initialized NVR - = o i = s ? Edit  Detal Web
(|4 Initialized IPC e o -y = g & (7 Edit Detail Web
5 Initialized IPC - — o L " oy Edit Detail Web
6 Initialized IPC o WX e Vo] LR P L ] L . _ LN Edit Detail Web
7 Initialized NVR M iRl 5 u - el i aak ] Edit Detal Web
[]8 Initislized NVR —_— - - e | aw 3 Edit Detal Web
(]9 Initialized IPC R | - e Edit Detail Web
(] 10 Initialized PC-NVR & mpes gy - - =5 3 Edit Detail Web
(] 11 Initalized IPC = . 1 L S | 1 Edit Detail Web
[] 12 Initialized IPC N ERE L] AR i el " a ? Edit Detail Web
v
0 Device(s) selected Initialized Uninitialized ® IPv4 O I1Pve

Figure 4-1 Tool main interface

No. Module Illustrate

1 - Displays the number of searched devices.

Search the device again using the last search settings.

—— illustrate:

2 Refresh After opening the tool, if the account or password has not been modified,
a prompt box will pop up every time it is refreshed, prompting you to go
to "Search Settings" to modify the account password. Select "Don't

prompt again" to stop this prompt box from popping up.

Search for devices in the same network segment as the PC where the tool
3 Search Settings
is located or search for devices by setting the search range.

View the help document, tool version, software license agreement
4 About

information, as well as configure the tool’s login mode and upgrade
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device-related parameters.

5 Main Page

Provides menu functionality.

6 Menu Bar

° : Mainly used to add devices to tools, initialize devices

and modify device IP addresses, etc.

1 rade .
° : Used to upgrade equipment.

2 Config . .
° : Configure the encoding parameters, video parameters,

and preview mode of the monitoring device.

System . . . .
° : Set device system time, restart device, restore device,

modify password, set video standard, etc.

Table 4-1 Main interface introduction

S5 Basic operations

5.1 Add device

Single or batch equipment can be added accordingly

5.1.1 Add

5.1.1.1 Add IP address

Steps

Step 1 Click "Modify IP" in the menu bar and select "Manual Add".

Step 2 Fill in the device parameters and click "OK".

The added device will appear on the device list.

12




Manual Add x

IP address 0 . 0 . J . 0
Username admin
Password

Port I7FTT

Figure 5-1 Fill in device information

Parameter Illustrate
IP address Add the device’s IP address.
Username

Username and password to log in to the device.

Password
Port The port number of the device.
Table 5-1 Device parameter description
5.1.2 Batch Add

®  You can search and add devices in known network segments through "5.1.2.1 Search to add".

® [fyou already have device information parameters, you can add devices through the template through

"5.1.2.2 Add via template".
5.1.2.1 Search to add
Add devices in the same network segment as the PC or other network segments in batches through search.

Steps
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Step 1 Standalone "Search Settings"
Step 2 Select the search method according to your needs.
1) Search for devices on the same network segment as the PC.
a) Select "Current network segment search".
b) Fill in the user password to log in to the device (optional).
2) Search on a customized network segment
a) Select "Other network segment search".
b) Set "Start [P" and "End IP".

c¢) Fill in the user password to log in to the device (optional).

—~— illustrate :

® "Current network segment search" and "Other network segment search”" can be performed at the same

time.

® During the device search stage, devices can be added regardless of whether the account and password are

filled in or not. Some configuration operations require the correct account and password.
®  Supports simultaneous search of up to 16 network segments.
Step 3 Click "OK" to start the search.

After the device is added, it is displayed in the list.

Search Settings X

Current network segment search [] Other network segment search
Start I, 192 . 168 . E s 1 End IP 192 .. 168 . 1 o #1255
User  admin Pass sssnns

Figure 5-2 Setting search conditions
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illustrate :

® The search criteria will be saved until the next time the tool is used.
5.1.2.2 Add via template

Fill in the device information that needs to be added to the tool in the device information template, and then
add the device to the tool by importing the device information template . A template can add up to 1,000

devices at a time.

Step 1 Export the device information template. Click to enter "Modify IP", select any device on the device list,

and click "Export" to export the device information template to the local.
Step 2 Open the device information template and modify the device information that needs to be added.

Step 3 Import the device information template. Also, under "Modify IP", click "Import" to import device

information, and successfully imported devices will be displayed on the list.

ANote: Please close the template file before importing, otherwise the import will fail.

5.2 Initialize device

Initializing single or multiple devices

illustrate :

®  Only devices within the LAN can be initialized.
® No operations can be performed on an uninitialized device, and other interfaces will not be displayed.
Steps

Step 1 Click "Modify IP" on the menu, select the uninitialized device in the device column, and click

"Initialize".

Step 2 A dialog box will appear, select the device and click "Initialize".

15



Initialize configuration X

1 Device(s) uninitialized
No. Type Model IP: Port MAC Version
1 IPC ing = =
The list only shows connected LAN devices,you can't initialize crossing LAN. m

Figure 5-3 Device initialization (1)

Step 3 Set the device initialization parameters and click "OK". After the initialization is successful, the device

status in the device column will be displayed as "Initialized".

Initialization settings b4

1 Device(s) uninitialized
Username admin

New Pass | |

Weak Medium Strong

Confirm

v After setting new password, please set new
password in "Search Settings®.

Figure 5-4 Device initialization (2)

Parameter Illustrate
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Username

The default user name is admin.

New Password

Different devices have different password lengths. Enter the new password for

your device. The new password can be set to 6 pure digits, or 8 to 32 digits which

tHHl nmnoon.n
> 5 9

must be composed of numbers, letters, and special characters (excep

:", and "&") At least two of the components. Please set a high-security password

according to the password strength prompts.

Confirm Password

Confirm the new password entered.

5.3 Modify IP

Table 5-2 Initialization parameter description

Modifying device IP individually or in batches.

5.3.1 Modification

Steps

Step 1 Click "Modify IP" in the menu bar.

Step 2 Click the "Edit" button corresponding to the device whose IP needs to be modified.

Step 3 Select the IP modification method according to your needs

1) DHCP mode: When there is a DHCP server in the network, set "Mode" to "DHCP", and the

device will automatically obtain an IP address from the DHCP server.

2) Static mode: The mode is "Static", fill in the "Start IP", "Subnet Mask", and "Gateway". After

confirmation, the IP address of the device will be the set parameters.

17




Modify IP Address X

Mode @ Static O DHcP

Start IP o . 0 . 0 . 0
Subnet 250 28h: & 25F i 0
Gateway o . 0 . a . 0

Figure 5-5 Modify device IP

5.3.2 Batch Edit

When you need to modify the IP address of multiple devices, you can modify them through the batch

modification function.
Steps

Step 1 Click "Modify IP" in the menu bar, select the devices whose IP needs to be modified, and click "Batch

Modify IP".
ANoz‘e: When you need to modify the IP addresses of multiple devices with the same password, you need
to enter the correct username and password of the device in "Search Settings" in advance.

Step 2 Select the mode for setting the IP address accordingly.

1) DHCP mode: When there is a DHCP server in the network, set "Mode" to "DHCP", and the

device will automatically obtain an IP address from the DHCP server.

2) Static mode: Set "Mode" to "Static" and fill in the "Start IP", "Subnet Mask" and "Gateway" of
the device. Then in the device list, the device IP addresses are listed from top to bottom starting

from the starting IP. Incremental modification.

A Note: Select "Same IP" to set multiple selected devices to the same IP address. It is recommended to set

18



the factory default IP uniformly when used.

Modify IP Address X

Step 3 Click OK.

Mode @ Static O DHCP

Start IP 0o . 0 . 0 . o0 []samerr
Subnet 255 . 2585 & 2585 i 0

Gateway o . 0 . a . 0

3 Devices selected “

Figure 5-6 Modify device IP in batches

5.4 Equipment upgrade

Supports single or batch upgrade equipment and file upgrade equipment.

5.4.1 Normal Upgrade

5.4.1.1 Single unit upgrade

Single device upgrade

Steps

Step 1 Click "Upgrade" on the left menu bar.

Step 2 Click the upgrade file path of the device that needs to be upgraded, click "Open", and select the

corresponding upgrade file.
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&;‘- Configtool 24 Device(s) found K\

Modify IP

Upgrade
_1 No. Model IP: Port Version Result Upgrade File Path Operate
Config - = =
01 g 1 " ¥ p— Open Upgrade
System 2 B Bl H% ol ol  ll Tm ke we” B T @ Open Upgrade
3 53 ; n ol fmlla Open Upgrade
04 - - e St Upgrade
Os m o = = ] - Open Upgrade
\__\ 6 e 1 LEJ " I R Open Upgrade
Oz P S | 3 & i o fln 'l Open Upgrade
Os e C ww el @ Open Upgrade
Os B n n Open Upgrade
10 = g = o Open Upgrade
O = e e | B Open Upgrade
12 LS, - i i wll W EE @ Open Upgrade .
0 Device(s) selected ® Normal Upgrade O File Upgrade

Figure 5-7 Single unit upgrade
Step 3 Click "Upgrade" to start upgrading the device.
After the upgrade is successful, the result prompt will be green and the device will automatically restart.
5.4.1.2 Batch upgrade
If you need to upgrade multiple devices to the same software version in batches, use batch upgrade.
Steps
Step 1 Click "Upgrade" in the menu bar.

Step 2 Select the devices that need to be upgraded in the device list and click "Batch Upgrade".

Batch Upgrade

3 Device(s) selected

Figure 5-8 Batch upgrade (1)
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ANoz‘e: The selected devices need to be upgraded to the same software version.

Step 3 Click "Open", select the upgrade file path and click OK.

Z\’ Configtool 25 Devicels)found g ¥
ﬁp Modify IP m
Upgrade
] No. Model IP: Port
Config
1 P
System oz _ ]
3 :
04 — e
s :
Oe e
7 B
Os —
s e
lj 10 L = =
On B
12 S

3 Device(s) selected

Version

Result

Upgrade File Path

Operate

Open C/Users/Administrator/De.. Stop — ee—

Open

Upgrade

Open C/Users/Administrator/De.. Stop  ee—

Open

QOpen

Upgrade

Upgrade

Open Cy/Users/Administrator/De.. Stop

QOpen
Open
Open
Open
Open

Open

Upgrade
Upgrade
Upgrade
Upgrade
Upgrade

Upgrade

® Normal Upgrade

v

O File Upgrade

Figure 5-9 Batch upgrade (2)

5.4.2 File upgrade(Template Upgrade)

Steps

Step 1 Click "Upgrade" in the menu bar.

Step 2 Click "File Upgrade" in the lower right corner of the page to switch to file upgrade mode.

Step 3 Click "Open Template" and enter the device IP address, port number, username, password and upgrade

file path.

Step 4 Click "Import" to import the filled in template.

Step 5 Upgrade the device. The device upgrade method in file mode is the same as that in normal mode. For

details, please refer to "5.4.1 Normal Upgrade".
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3" Configtool 25  Device(s) found tﬁ}

éfp Modify IP
Upgrade
1 No. Template Path Meodify Path Upgrade
Config
L] 1 C:/Users/Administrator/Desktop/BatchTemplate xlsx Open Upgrade
System
0 File(s) selected O Normal Upgrade @ File Upgrade

Figure 5-10 File upgrade

5.5 Device Configuration

Configure the encoding parameters and video parameters of the monitoring device, and configure the preview

mode of the device.

5.5.1 Configure encoding parameters

Configure the camera’s stream type, encoding mode, resolution and other parameters.
Steps

Step 1 Click "Config" in the menu bar.

Step 2 Double-click the monitoring device to be configured in the device list.

Step 3 (Optional) If prompted to log in to the device, fill in the user name and password to log in to the device

in the "Login" dialog box, and click "OK".

Step 4 Under the "Encode" tab, configure the encoding parameters of the main stream and auxiliary stream.
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Channel 1

Main Stream

Stream Type Normal
Bit Rate Type @ CBR O VBR

Frame Rate _. 25

Resolution 1080P
N 4

Quality

Bit Rate(kb/S) 4096

Encode Mode

Audio

Audio Encode

H.264 H

AAC

Sampling Rate | 8000

Sub Stream
Stream Type Normal Encode Mode | H.264 H
Bit Rate Type @ CBR O VBR Audio/Video
Frame Rate _. 25 Audio Encode G726
Figure 5-11 Encode
Parameter Iustrate
Channel Select the device channel to be configured.
Stream Type The main code stream includes three types: normal, motion detection, and alarm.

The auxiliary code stream only supports normal.

Encode Mode

For details, please refer to the device instruction manual.
e H.264: Main Profile encoding method.
e H.264B: Baseline Profile encoding method.

e H.264H: High Profile encoding method.

The encoding mode of the video. Different devices support different video

encoding modes. The meanings of some video encoding modes are as follows.
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e H.265: Main Profile encoding method.

o MJPG: In this encoding mode, the video image requires a higher bit rate value
to ensure the clarity of the image. In order to achieve the best effect on the video
image, it is recommended to use the maximum bit rate value among the

corresponding reference bit rate values .

Video stream control method, including the following options.

e Constant Bit Rate(CBR): The code stream changes little, and the code stream

keeps changing around the set code stream value.

Bit Rate Type e Variable Bit Rate(VBR): The code stream will change according to the preview
scene, etc.
A Note: When the "Encoding Mode" is set to "MJPG", the code stream
control method can only be fixed code stream.
The number of frames per second the video contains. The higher the frame rate,
Frame Rate
the more realistic and smooth the image.
The resolution of the video. The maximum resolution of different devices may be
Resolution
different, please refer to the actual interface display.
When " Bit Rate Type" is set to " VBR", this parameter is supported.
Quality
The larger the value, the better the video quality.
Bit Rate(kb/S) Choose the appropriate code stream accordingly .
Only after you select video enablement, you can use the auxiliary code stream to
Audio/Video view/download the video. At the same time, after turning on audio enablement,
you can use the auxiliary code stream to view/download the video with sound.
Audio Encode Audio encoding mode.
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The set audio encoding mode will take effect for both audio and voice intercom.

Sampling Rate The audio sampling frequency.

Table 5-3 Encoding parameter description

Step 5 Click OK.

A Note: The encoding parameters of different devices may be different, please refer to the actual interface
display.

Step 6 (Optional) Apply the configuration to other devices.
1) Click "Apply to...", select the device to which the configuration needs to be applied in the device

navigation tree, and click "Config" to apply the configuration to the device.

If the application is successful, ) will be displayed on the right side of the device ; if it fails,
will be displayed. Click “or to view details.

2) Click "Return" to return to the configuration interface.

5.5.2 Configure video parameters

Configure video parameters for normal, day and night modes. The configured video parameter’s effects can be

viewed in real time through the preview screen.

Steps

step 1  Click "Config" in the menu bar.

Step 2 Double-click the monitoring device to be configured in the device list.

Step 3 (Optional) If prompted to log in to the device, fill in the user name and password to log in to the

device in the "Login" dialog box, and click "OK".

Step 4 Set the video parameters on the "Image" tab .

A Notice:
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®  Click "Default” to restore the device's default parameters.

® (lick in the video window &

displayed in full screen, click 18

0 Device(s) selected

o display the video window in full screen; when the video window is

A

lor the [Esc] button to return to the default size.

Profile Day

Channel 1

Color Mode Standard Colourful Soft

Brightness _.' 50

Contrast _. 50

Gamma . 0
—_— 50

Default Saturation

Day/Night Mode ® Color O Aute O B&W
Backlight Mode  OFF

Channel Name CH1

Figure 5-12 Video configuration

parameter illustrate
Profile Choose a profile for your device i.e., Day, Night, and Normal.
Channel Select the channel corresponding to the device.
Color Mode The color mode of image consists of three modes: Standard, Colourful and Soft.
Adjust the overall brightness of the image through linear adjustment. The larger the
Brightness
value, the brighter the image, and vice versa.
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Adjust the contrast of the image. The larger the value, the greater the brightness and

Contrast
contrast of the image, and vice versa .
Adjust the brightness of the image in a non-linear manner to improve the dynamic
Gamma display range of the image. The larger the gamma value , the brighter the image.
Please adjust the gamma value of the image accordingly.
Adjust color shades. The larger the value, the darker the color will be, and vice versa.
Saturation
This value does not affect the overall brightness of the image.
Set the camera image display to color or black and white mode. Includes the following
options:
Day/Night e Color: the camera image is displayed as a color image.
Mode e Auto: the camera automatically selects this to display a color image or a black and
white image according to the ambient brightness.
e Black and White(B&W): the camera image is displayed in black and white.
e OFF: Turn off backlight compensation mode.
e Backlight: It effectively compensates for the dark defects of the main body of the
picture when the camera shoots in the backlight environment
Backlight
Mod e WDR: In an environment with high-contrast lighting conditions, turning on wide
ode

dynamic range suppresses overly bright areas and compensate for overly dark areas,

improving the clarity of the image.

e HLC: HLC can partially weaken the strong light to achieve light balance.

Channel Name

Set the channel name of the camera, which cannot be empty characters.

Table 5-4 Video parameter description
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5.6 System Setting

5.6.1 Calibrate device time

Steps

Step 1 Click "System " in the menu bar and click the "Timing" tab.

Step 2 Select the single or multiple devices that need calibration in the device navigation tree.

Step 3 Select the device time synchronization method according to the actual situation.
1) Click "Manual Sync " in the "Sync Time " area to synchronize the device time to the set time.
2) Click " Sync PC " in the " Sync Time " area to adjust the device time based on PC time.

3) Inthe "NTP " area, select the time zone to synchronize the device time zone to the set time zone;
select " NTP Settings" to set the NTP server parameters. For parameter description, see Table 5-

5.

Step 4 Click "Save".

If the setting is successful, it will be displayed on the right side of the device @ ; if it fails, it will be

displayed . Click the ““or icon to view details.
Sync Time
PC Time 2024-04-26 10:20:36 Sync PC

2024-04-26 09:56

-~
v

Figure 5-13 Sync Time
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NTP

NTP uTtc UTC+00:00

[ ] NTP Settings

NTP Server cn.ntp.org.cn

NTP Port 123 (0~65535)

Update Period 10 Minutes (0~65535)

Figure 5-14 NTP Settings

Parameter INustrate

NTP Server AIl NTP default servers use cn.ntp.org.cn.

NTP Port Set as the port to connect to the NTP server.

Update Period The interval at which the device synchronizes time with the NTP server.

Table 5-5 NTP Server parameter description

5.6.2 Reboot the device

Automatically reboot or manually reboot the device.

—~— illustrate :

Rebooting will cause business interruption. Please try to choose a time when the business volume is small to

reboot the device.

Steps

Step 1 Click "System " in the menu.

Step 2 Select the single or multiple devices that need to be rebooted in the device navigation tree.

Step 3 Select the device reboot method according to the actual situation.
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1) If you want the device to automatically reboot at a specified time, select "Auto Reboot", set the
reboot week and time, click "Save", and the device will automatically reboot at the corresponding

time.

2) If you want to manual reboot the device, click "Reboot" in the "Manual Reboot" area, and the

device will reboot immediately.

If the device reboots, it will be displayed on the right side of the device © ; if it fails, it will be displayed

. Click the ““or icon to view details.

Auto Reboot

[] AutoReboot Sunday 09:56 .

Manual Reboot

Figure 5-15 Reboot the device

5.6.3 Restore

Through "Restore", all parameters of the device (including network parameters such as device IP address) will

be restored to the default settings.

Steps

Step 1 Click "System" in the menu .

Step 2 Select the single or multiple devices that need to be factory restored in the device navigation tree.

Step 3 Click the "Restore" tab.
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Step 4 Click " Factory Default " and click "OK" according to the prompts to start restoring the device's factory

settings.

If the factory reset is successful, it will be displayed on the right side of the device it it fails, it will be

displayed . Click the " or icon to view details.

Restore

Figure 5-16 Restore factory settings

5.6.4 Change Password

Steps
Step 1 Click "System" in the menu bar .

Step 2 Select single or multiple devices in the device navigation tree.

—~— illustrate :

The login passwords for the multiple devices selected must be the same.
Step 3 Click the "Password" tab.

Step 4 Fill in the old password of the device and click "Check". If the old password of the device is filled in
correctly, you can set a new password. Otherwise, you cannot set a new password. Please make sure that the

old password is filled in correctly.
Step 5 Set a new password. Please set a high-security password according to the password strength prompts.

Step 6 Click "OK".

31



Modify Password

Old Password

New Password
Weak Medium Strong

Confirm Password

Figure 5-17 Modify device password (1)
Modify Password

Old Password sssccsse

New Password

Weak Medium Strong

Confirm Password

/7, Please complete the password change within
~" one minute. After setting a new password ,
set it again in "Search Settings".

Figure 5-18 Modify device password (2)

—— jllustrate :

The new password must contain at least two types of numbers, letters and common characters, and no illegal
characters. And please complete the password change within one minute. Once you've set a new password, set

it in Search Settings.

5.6.5 Video Standard

Used to set the video format of the video on the device.
Steps
Step 1 Click "System" in the menu bar and click the "Video Standard " tab.

Step 2 Select the device for which you want to set the video format in the device navigation tree , and select

the video format from the "Video Standard " drop-down list.
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Step 3 Click "Save".

If the video format setting is successful, it will be displayed on the right side of the device . ifit fails, it

will be displayed .Click ““or to view details.

Video Standard

Video Standard PAL

Figure 5-19 Video standard setting

5.7 CGI Protocol

You can modify device password or other parameters through CGI commands and table.

—~— illustrate :

Make sure that you have the corresponding commands from technical support in advance.

5.7.1 CGI Command Configuration

Steps
Step 1 Click "CGI Protocol " in the menu bar.

Step 2 (Optional) If the device to be modified is added via template or search, please check the "Search

Settings" dialog box to ensure that the correct device username and password are entered in this dialog box.

Step 3 Enter the URL path, and after confirming that the URL path is correct, click "Config."

If the URL path setting is successful, it will be displayed on the left side of the URL it it fails, it will be

displayed .Click ““or to view details. Click the right mouse button to copy the result.
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Batch CGI C... Open Templ... Table Config Search...

[[INo. Model 4 IP: Port Url Path Operate

e " e, mip ey (O Jegi-marmag e op e S Config

Figure 5-20 CGI Command Configuration

5.7.2 Changing CGI Commands in batches

Steps
Step 1 Click "CGI Protocol " in the menu bar.

Step 2 (Optional) If the device to be modified is added via template or search, please check the "Search

Settings" dialog box to ensure that the correct device username and password are entered in this dialog box.

Step3 Select the device that you want to configure in batches, click Batch CGI Commands, and then enter the

Url path.

Step4 Click "OK".

If the URL path setting is successful, it will be displayed on the left side of the URL it it fails, it will be

displayed .Click ““or to view details. Click the right mouse button to copy the result.
Batch CGlI Commands X
Url Path:

iwumber of devices: 4 “

Figure 5-21 Changing CGI Commands in batches
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5.7.3 Table Configuration

Steps
Step 1 Click "CGI Protocol " in the menu bar.

Step 2 (Optional) If the device to be modified is added via template or search, please check the "Search

Settings" dialog box to ensure that the correct device username and password are entered in this dialog box.

Step3 Click "Open Template ", and then enter IP address, port No., username, password, and CGI commands

content. Save the template, and then close it.

IF address port usernane password CGI configuration command Frotocol type (0-http, 1-https) Set result
saind sl fezi-Walimlagfimgs s Laay a Tami 0
fogi- T il i ¥ I
saind aaind fegi- el i b i w i aaat il 1

Figure 5-22 Parameter description of the template

Parameter Description

IP Address Enter the device IP.

Port Enter the device port.
Username Enter the device username.
Password Enter the device password.

The command path of the device CGI configuration. Sending
CGI Commands Content
configuration through non-default port is available.

Protocol (0 - http, 1 -https) Http and https are available.

Set Result The result of the CGI command execution.

Table 5-6 Parameter description of the template
Step4 Return to CGI protocol page.

Step5 Click "Table Config", Select the completed template, and then click "Open" to import the template. The
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devices in the template will be configured as the template.
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™
Iy
-

-

Lal
¢ L g w L]

B3| Batch operation of CGl templatesxlsx  2024/12/30 9:39

Microsoft Excel ...

s AR

B== =

31 KB

8 EEso T, T T W s

B A ST et sn 3 L8} i
Loy "mrry o Lo " gl LS
e i e | § W
miian
- =
- .
P Alagr g i wady
[} = e, ] i
P, gl 0] 5 VL BT ] - =3
L=dy "o i iy .
e s B A W Aalmr Y Rk
T e Wi "W B 7Y PPN
2 T o . il 7 - =

B i @ | = .
E R & & B F @ EEBE a8

- =

- B

m @

IZFE(N): | Batch operation of CGl templatesxlsx

v| |Exce| Files (*.xlsx)

Figure 5-23 Table Configuration
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6 Statement

6.1 Copyright Notice

The copyright of this document belongs to Hangzhou ZANUO Technology Co., Ltd. (hereinafter referred to as
"ZANUQ"). No one may copy, transmit, or distribute any content in this document in any form without

ZANUO's permission.

6.2 Responsibility statement

® To the extent permitted by applicable law, under no circumstances shall ZANUO be liable for any
special, incidental, indirect or consequential damages arising from the relevant content and products
described in this document, nor shall it be liable for any Compensation for loss of data, documents or

anticipated savings.

®  Any losses caused by not operating in accordance with the instructions in this document will be borne by

the user.

6.3 Privacy statement

During the use of the product, please abide by the privacy protection laws and regulations of the region or
country where you are located, and please do not disclose other people's faces, license plates and other

information. This product does not bear any relevant responsibility for leaking third party information.

6.4 Documentation Statement

®  This document reserves the right to modify any information in the document at any time, and the

modified content will be added to the new version without further notice.

® The document contains technical inaccuracies or inconsistencies with product functions and operations.

ZANUO'’s final interpretation shall prevail.
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6.5 Security Statement

® If you connect your product to the Internet, you will be responsible for your own risks, including but not
limited to possible cyber attacks, hacker attacks, virus infections, etc. Please strengthen the protection of
network, platform data and personal information, and take necessary measures to ensure network
security, including but not limited to using complex passwords, changing passwords regularly, etc. The
company does not assume any responsibility for product abnormality, information leakage and other

problems caused by this, but the company will provide product-related safety maintenance.

® Subject to applicable law, we will not be liable for any loss of profits, revenue, sales, or any special,
direct, indirect, incidental, economic, coverage, punitive, special, or other damages arising from the
application or inability to apply this product. The Company shall not be liable for any damages or

consequential damages regardless of the theory of liability (contract, tort, negligence or otherwise).
Security advice
1) Use complex passwords
When setting a password, please refer to the following suggestions:
a) Password length must be at least 8 characters.

b) The password must contain at least two character types, including uppercase and lowercase letters,

numbers, and special symbols.

¢) Do not set regular passwords, such as account names, account names in reverse order, consecutive

characters (123, abc , etc.), overlapping characters (111, aaa , etc.).
2) Recommendations for strengthening network/data security
a) change your login password regularly to reduce the risk of cracking.

b) Itis recommended that you enable the account binding IP/MAC address mechanism. This feature is

only provided by some products.

¢) Itis recommended that you enable the account lock function. When the number of incorrect password

entries exceeds the limit, the account will be locked. This feature is only provided by some products.
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d)

g)

It is recommended that you set reasonable permission sets, set corresponding role permissions
according to the principle of "minimum permission set", and assign reasonable role permissions to

users.

It is recommended that you regularly detect security vulnerabilities in the operating system and third-

party components and apply official patches in a timely manner.

It is recommended that you limit the ports mapped externally by the platform through firewalls or

routers, follow the minimum necessary principle, and only map necessary ports.

It is recommended that you partition and isolate the network accordingly. If there are no
communication requirements between the two subnets, it is recommended to use VLAN, gatekeeper,

etc. to align and isolate the network.
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